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TeamDrive case study

TeamDrive secures access o its cloud-based
platform with VASCO's DIGIPASS

TeambDrive is a software manufacturer specialized in creating solutions for secure collaborative work over the Internet. It is their
vision to enable teams and organizations to securely collaborate via the internet and safeguarded from unwanted access. Since
cybercrime is ruthless in all kinds of verticals and markets, the urge for extra security when accessing the platform has risen.
TeamDrive provides a Zero Knowledge Enterprise File Sync and Share solution with automatic End-to-End encryption.

TeamDrive’s cloud platform makes it possible to share and store common data. Lawyers, doctors, R&D researchers, business
owners and many more workers in different sectors make use of this technology to exchange their information and overcome the
issue where people lose track in the huge number of different files and versions when working on the same document.
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in those documents is business-critical and sensitive, so it goes
without saying that it may not fall into the wrong hands. “Cybercrime
is everywhere, and everyone is fully conscious and apprehensive of
its possible consequences. We received more and more requests
from our customers to enhance our product with an extra layer of
security,” explains Detlef Schmuck, COO at TeamDrive. “Ease of use
has always been an important point of interest for us, but the factor
security has become imperative as well. Browser access is easy, but
it is too insecure. We started investigating the possibilities for adding
strong authentication to our web portal.”

TeamDrive examined different vendors for a two-factor authentication
solution, and ultimately choose VASCO's DIGIPASS. “VASCO has
established a solid track record for many years in the security space.
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science company
that develops and sells instruments, consumables, and services
for liquid-, sample-, and cell handling in laboratories worldwide,
is one of TeamDrive’s customers that successfully uses VASCO'’s
strong authentication technology. “Because of the sensitiveness of
our data, we were a driving force to get two-factor authentication
integrated in the TeamDrive platform,” says Michael Fehse, Vice
President at Eppendorf. “The web portal provided a good user
experience, but it opened a risk that we did not want to accept, so
we believed two-factor authentication was required.”

The world’s leading software company specializing in Internet Security

More than half of the top 100
banks worldwide rely on the
company’s products, So we were
sure that VASCO could offer us
the security that we needed,”
Mr.  Schmuck  continues.
“Moreover, VASCO was already
the number 1 choice of some of
our customers.”

DIGIPASS for Mobile and the
hardware DIGIPASS GO series
are integrated in TeamDrive’s
web  platform  to  provide  Detlef Schmuck, COO at TeamDrive
secure access. The one-time

passwords generated by the DIGIPASS devices cannot be reused,
since they become invalid after a short period of time.

“We are happy to see that the
integration went really well,” says
Mr. Schmuck, COO of TeamDrive.
“The technical team from VASCO did
an outstanding job. They guided us
through the whole integration process
and their support was excellent.”
Eppendorf required the extra layer
of security, confirms Mr. Fehse. “The
technology feels very familiar to our
workforce, since we also use VASCO
for other solutions besides TeamDrive.




DIGIPASS BY VASCO
@» VASCCO TeamDrive case study

[ e \
o E——
One time password €53

Integrate an extra layer of security into the existing TeamDrive
cloud platform, to withstand increasing cybercrime threats.

Your one time password is:

CHALLENGE

066619

Ease of use has always been an important advantage of
TeamDrive’s platform, so the extra security measure could not
pose an extra burden for end users.

SOLUTION

Remaining time

DIGIPASS for Mobile and DIGIPASS GO series were selected to
provide secure and convenient strong authentication.

About TeamDrive

TeamDrive Systems enables secure, cross-company, as well as cross-platform, collaboration with total privacy, maximum security. TeamDrive offers a combination of
cloud computing (private and public) and the free choice of servers, which delivers unlimited cost-effective scalability and independence. TeamDrive runs on Linux,
Windows, Mac servers and clients as well as iPhones, iPads and Android Smartphones. TeamDrive’s dependable, scalable platform and services currently enable
millions of business users to sync, share and collaborate beyond company borders. TeamDrive customers include leading global firms, universities, the military and
government institutions. Unique to TeamDrive is the Zero Knowledge Cloud Architecture with its unlimited scalability as the platform for a high secure Enterprise files
sync & share solution (EFSS).

About Eppendorf

Eppendorf is a leading life science company that develops and sells instruments, consumables, and services for liquid-, sample-, and cell handling in laboratories
worldwide. Eppendorf products are most broadly used in academic and commercial research laboratories. They are also aimed at clinical and environmental analysis
laboratories, forensics, and at industrial laboratories performing process analysis, production, and quality assurance. Eppendorf was founded in Hamburg, Germany in
1945 and has more than 3,500 employees worldwide. The company has subsidiaries in 25 countries and is represented in all other markets by distributors.

About VASCO

VASCO is a global leader in delivering trust and business productivity solutions to the digital market. VASCO develops next generation technologies that enable more
than 10,000 customers in 100 countries in financial, enterprise, government, healthcare and other segments to achieve their digital agenda, deliver an enhanced
customer experience and meet regulatory requirements. More than half of the top 100 global banks rely on VASCO solutions to protect their online, mobile, and ATM
channels. VASCO’s solutions combine to form a powerful trust platform that empower businesses by incorporating identity, fraud prevention, electronic signatures,
mobile application protection and risk analysis. Learn more about VASCO at VASCO.com and on Twitter, LinkedIn and Facebook.
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